
Chapter 5
Sociotechnical Issues

Abstract The influence of technology in smart cities is inevitable and continues to
emerge from an entrepreneurial approach stemming from the business model. Both
hardware and software components of technology are part of technical advancements
in technologically advanced cities. Althoughmore work has been published on smart
cities, especially since the early 2010s, there remain uncertainties and challenges
posed by smart cities that, in practice, could pose problems for society. This chapter
addresses some of these social issues, including democratic governance opposed by
monitoring and control in these technocratic (rather than democratic) cities. Security
is addressed as Big Data and Open Access information amasses on the Internet and
can be accessed worldwide. This represents one of the key areas, especially with
the diffusion of the public-private boundary caused by continued monitoring and the
accumulation of information on people, their movements and behaviours.

Keywords Technology · Economic/entrepreneurial approach · Governance ·
Democracy · Surveillance · Cybersecurity · Big Data · Internet of things/IoT ·
Networks · Social engagement

The emphasis on technology as providing solutions to growing cities is a double-
edged sword.On the one hand, technology is capable of organising cities and ensuring
that energy expenditure is controlled, so that efficient cities are preferred due to
savings on resources—from an environmental business model. On the other hand,
technology costs and not all cities around the world can afford to invest in advanced
technology to solve their problems of rapid urban growth, environmental degradation,
and socioeconomic issues. A technological fix cannot remedy all issues facing cities,
although they can provide a means of enhanced efficiency, monitoring, and control.

In a previous publication, Thornbush et al. (2013) examine the sociotechnical
dimension to urbanism, including the potential of cities to their reduce energy demand
either through a technological approach, as by improving building energy perfor-
mance or alternatively through behaviour change, as by reducing the need for motor
vehicle use (see their Table 1, p 4). The authors also espouse (in Table 2, p 6) potential
ways towards achievinglow carbon urbanism, conveying social-technical dimensions
that include the technical dimension, which incorporates urban energy infrastructure;
building, urban design, and planning; and urban transport. Building on this study, it
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is possible to discern a common trend towards an integrated approach, so that smart
cities actually encompassmore than just components and rather aim to be integrative,
targeting all aspects of these dimensions—including the human (social) dimension.

As addressed by other authors, such as Rose (2017), digitally-mediated urban
spaces rely on software and digital hardware that operate as a technological non-
human entity at the cost of human agency in what she terms ‘post-human agency’.
Sociotechnical agency can be spatial-temporally differentiated, according to her, in
the way that it is organised as both diverse and innovative. As such, people can
connect with such post-human agency, so should not be disenfranchised in current
developments associated with the ‘reinvention’ of the modern city encompassed in
smart city development. This development will, of course, be affected by who is in
charge of shaping the modern city and how they intend to use technology to that end.
Technology itself can be limiting in its advancement, accessibility, and acquisition,
being restricted byinnovation and the milieu of its development that can restrict
production and consumption, including the ability of people to operate it—as for
instance in the case of computer software. A balance is, therefore, required between
hardware and software (technology and human capital) to improve the quality of
life for citizens in the smart city. This necessitates a holistic approach, rather than
an unintegrated sector-based approach, where system components or subsystems
do not communicate with each other (Mattoni et al. 2015); instead, these authors
have advocated for an integrated system that operates much like a whole (human)
organism.

It has been argued that elites are responsible for smart technologies coming to
cities and causing them to function as platforms for the Internet of Things (IoT)
through connections with sensors and computers of various ‘intelligence’, capable
of connecting, communicating, and transmitting information through the Internet
(Sadowski & Pasquale 2015). These authors caution against an ensuing ‘web of
surveillance and power’ that results from biometric surveillance capabilities con-
tributing to monitoring and automated policing as part of a ‘spectrum of control’
that guides governance through ‘pervasive surveillance and control mechanisms’.
This aspect of the emerging smart city will be considered in more detail in the next
chapter, and this chapter will address a broader plethora of problems stemming from
the technical dimension. In the next section, technology will be considered as a
market-based solution in a technical-entrepreneurial approach to understanding the
popularisation of the smart city.

5.1 Technology as a Solution

Computer systems are leading the operation of cities, with their commission stem-
ming from the need to reduce energy consumption and emissions (Lombardi et al.
2017). According to these authors, spatial decision support systems (MC-SDSS), for
example, need to be retrofitted, and there is a lack of knowledge and evaluation cri-
teria needed to assess and deliver urban energy using this tool as part of a long-term
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socioeconomic-environmental approach. Nevertheless, smart technologies are being
increasingly deployed in cities for various reasons, including for urban infrastruc-
tural control through the integration of urban services with information technology
(Luque-Ayala &Marvin 2016). Circulatory flow is managed through networks, such
as Rio de Janeiro’s Operations Centre (COR)—a control-room scenario (media plat-
form) that has emerged since 2011 to provide logistics at the city-scale from the
everyday to emergency situations, such as the traumatic rainfall and flooding experi-
enced inApril 2010 that led to the enlistment of IBM to dealwith the problem through
COR, which operates 24 hours a day and seven days a week and interconnects the
information of several municipal systems for visualisation, monitoring, analysis, and
response in real-time (Luque-Ayala & Marvin 2016). These authors have defended
the ‘urban governmentality’ that COR represents in addition to offering the novelty
of urban vision and engagement.

Wireless technology has now developed well and beyond wired CCTV cameras
emplaced to enhance surveillance and, thereby, security, with entire wireless sen-
sor networks capable of (low-power) remote sensing and monitoring a variety of
dimensions in the smart city (Ramirez et al. 2016). Data acquired through sensing
are stored in compact devices that, according to these authors, do not consume much
power and can greatly improve data management in terms of both storage and trans-
mission. In this way, different information can be gathered on various aspects of the
environment (and natural hazards), but also accidents and transport, logistics, and
healthcare as well as security. Such ICT-led transformations are influencing contem-
porary responses to global environmental change. As also mentioned by others, such
as Sadowski and Pasquale (2015), the role of ‘technocratic elites’ and that of private
capital investing in boosting a techno-environmental fix are recognised, which is
part of a wider politico-economic context, so that elites can act to prevent alternative
politico-ecological transitions from taking place.

Even though technology, and ICT or information and communication technol-
ogy in particular, represents a technical approach to evolving cities, urban geog-
raphers (Wiig & Wyly 2016) and interdisciplinary networks, such as the Smart
Cities InnovationNetwork (Villanueva-Rosales et al. 2015), have contributed towards
understanding smart cities and the rationale for them. Geographers, such as Wiig
(2015), have examined IBM’s Smart Cities Challenge as an example of policymaking
in the smart city. The author portrays initiatives as case studies (also see other publi-
cations, e.g. Anthopoulos 2017 for 10 smart city cases)—an approach also adopted in
this brief, deployed by various smart city initiatives. He has also addresses the role of
city governments as key actors in amulti-stakeholder arena of players responsible for
the advancement of the smart city paradigm. Wiig (2015) identifies entrepreneurial
governance involved in policy mobility in part of the globalised economy (what he
terms as a ‘globalised business enterprise’ that has attracted corporations like IBM)
and digital governance as part of redevelopments to realise the smart city. In a subse-
quent publication, Wiig (2016) presents the technological solutions provided by the
case study of the Digital On-Ramps initiative based on IBM’s policy consultation in
Philadelphia (also see Wiig 2014), where residents were trained to enter the infor-
mation and knowledge economy using a workforce education App. He argues that
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rather than addressing urban inequalities, such programmes work more to sell cities
in the global economy. Such a social media style approach to training can become
commonplace in the green economy that is still struggling to emerge.

Also relating to policymaking and governance, authors (e.g. Zotano & Bersini
2017) relay opportunities involving Open Data accessible by businesses as well as
citizens. According to the authors, OpenData portals can be deployed to develop new
business models as part of a holistic approach that they have applied to the Brussels
Capital Region. These authors have found that cities, such as Brussels (Belgium),
are not fully capable of exploiting the ‘real intelligence’ provided by smart cities and
that the ‘maturity’ required to achieve this ambition may be attained in the coming
years through the implementation of smart city strategies, such as Brussels’ Smart
City Strategy.

Smart cities can be seen as a contagion that once expelled into cities cannot be
reverted and undone. In other words, there is potentially no going back from the smart
city craze that has inflicted cities around the world. Should technology be implicit
in all, as evidenced by Chourabi et al.’s (2012) smart city initiative framework (see
their Fig. 1, p 2294), that recognises two levels of influences: outer factors (natural
environment, infrastructure, economy, governance, people, communities) and inner
factors (technology, policy, management) that are more influential than the outer
factors. The authors consider technology as a ‘meta-factor’ in smart city initiatives,
as it greatly sways all of the other success factors in the framework.

What drives technology, of course, is energy, which is also deserving of con-
sideration, as with smart energy cities (presented in Chap. 6)—a concept that has
developed in the literature at least since the early 2010s and is arguably rooted in
a sustainability framework. A case-in-point is Milano, Italy as a smart energy city.
Smart cities appeared in Italy after 2008, with particular preparation being made
heading into Expo 2015. This involved multiple sectors: buildings (domestic, heat-
ing); lighting (public, private); transport (public, private); energy use; and energy
sources: electricity, natural gas, fuel oil, gasoline, and thermal fluid. Evaluations of
energy smartness have been constrained by low-data quality and the availability of
energy flows in cities (Causone et al. 2017). The initiative sharing cities accelerated
the take-up of smart city solutions; it identified three business models that proved
the acceleration of uptake (e.g. refurbishment, smart lamp posts), which was part of
doing more with less: smart cities for the age of austerity (Pollio 2016) as part of a
technological solution that was supposed to adapt to annihilated fiscal budgets.

Another example of an actually existing smart city is Barcelona, Spain, which has
been imagined as a smart and self-sufficient city (smart transformation). Barcelona
City Council merged the planning and infrastructure, housing, environment, and ICT
departments into a single department called ‘Urban Habitat’. A new urban model
adopted the vision of Barcelona’s chief architect, Vicente Guallart (during the Euro
Crisis of 2011–2012) involving the notion of the ‘multi-scalar city’ as a distributed
network, with a vision of empowering citizens through technological improvements.
According to March and Ribera-Fumaz (2016), its architecture operates much as a
model of networked habitats.
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In Portugal, part of connected urban development (CDU) is a leading initiative
with CISCO that aims to demonstrate how to leverage ICT above all high connec-
tivity and collaboration. Part of the Portuguese National Plan of Action for Energy
Efficiency and National Strategy for Energy, one of these programmes (ECO.AP
2011), aims for an increase of 20% in energy efficiency in public buildings in Leiria,
Portugal by 2020.

These cities (Lisbon, also San Francisco, Amsterdam, Seoul, Birmingham, Ham-
burg, Madrid) will spearhead the implementation of projects aimed at reducing
urban emissions of carbon dioxide (CO2), subsequently acting as references for the
widespread implementation of such projects in other cities around the world (CISCO
2008, European Commission 2011; see Galvão et al. 2017). This has been one of the
predominant approaches in the emergence of smart cities, which has included the
following two main approaches:

• Environmental: sustainable cities, ‘green’ economy, including energy-efficient
buildings; smart mobility—part of a multifaceted, interdisciplinary approach

• Economics: entrepreneurialism, where the business model is used to account for
vendors and smart development

The latter encompasses an entrepreneurial approach to digital spaces andBigData
embodies ‘spaces of accumulation’ that represent commodified digital information.

In a post-capitalist urban and neoliberal context, profit generation is at the fore-
front ofmany initiatives building up the notion of smart cities. This is evident through
continued efforts since around the time of the European economic crisis and previous
to this at a global scale. Technological solutions, although they may not resolve con-
temporary economic problems, work to support technical groups, as in computing,
corporations, and elites that ultimately benefit from this type of urban rebranding
and regeneration.

5.2 Social Issues

Although governments have been supporting advancements towards the smart city,
there are social issues needing address that provide caveats to such a technological
approach. Smart cities are being set up to gather information that canbeused to inform
decision-making, policymaking, and management. This information is necessary for
officials who need tomake sensible decisions, as in evidence-based decision-making;
in addition, the devices used to collect information have many benefits in that they
can be low-energy and their use lead towards energy saving. These platforms have
provided an organisation that could even lead to urban economic renewal. As part
of an economic development policy, smart cities have been supporting innovation
and even included participatory innovation platforms (Anttiroiko 2016). This author,
for instance, has written concerning enabler-driven innovation platforms and living
labs (e.g. Bates & Friday 2017 based on IoT) that are apparent in Finnish cities,
such as Helsinki, Tampere, and Oulu. Such platforms are deployed to support urban
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revitalisation and economic development even when operating at the level of local
governance, where they have stimulated public engagement in the production of
local public services and participation in the making of cities. According to the
author, participatory innovation platforms help to procure social inclusion, among
other things, through platform-based citizen engagement, which is considered to be a
‘soft’ strategy to counteract social polarisation and socioeconomic segregation and,
therefore, inequalities.

Public engagement with smart cities and their growth is evident in various forms.
One piece of evidence are the publications that have proliferated recently, as for
example special issues addressing smart city technology (e.g. He et al. 2014) and
sustainable urban transformation (Zhang et al. 2016) as well as the aforementioned
special issue byWiig andWyly (2016)—based on anAssociation of AmericanGeog-
raphersmeeting that addressed the question:What does the smart city, as a digital turn
in urban governance, tell us about cities today? that acknowledged the transformative
process demonstrated by smart cities—plus the special section on rapid urbanisation
by Wigginton et al. (2016), to name a few. Another example is that of university
training courses based on an innovative learning system in entrepreneurship using
mass open online courses to support policy learning (Holotescu et al. 2016). As
already mentioned, an entrepreneurial approach is evidenced in smart cities, with
markets recognised—as for example hydrogen as an electric carrier and for storage
over electric batteries (Marino et al. 2015); additionally, Sadowski (2016) recognises
the need to ‘sell smartness’ and, by so doing, conveys its commodification where
there is wealth in cities. In fact, niche markets are apparent, engaging all business
sectors (and multi-stakeholders) and headed by local governments in conjunction
with vendors (Anthopoulos & Fitsilis 2015). So, in addition to the predominantly
economic driver of smart cities, there are also social systems of consumership that are
both affected by as well as driving change where there is wealth. Renewable energy,
such as solar energy and PV (Menniti et al. 2017), has been advocated to fuel sustain-
able and smart cities (e.g. Barragán & Terrados 2017), conveying an environmental
approach guiding their development (e.g. Katra town, India; Sharma &Dogra 2017).
Such ‘urban entrepreneurialism’, which is part of the corporate smart city model,
allows for urban competitiveness, driven by hi-tech companies and city governance
(referred to by Hollands 2015) as corporate and entrepreneurial governance, but
according to the author constrains public participation in the smart city.

Among this growing body of data are the issues of data mass capture and surveil-
lance that emerge with spatial data that are possibly tracked by digital technology
(Cho 2017). Digital data can also relay anytime-anywhere information, providing
access and control over people’s movements (Cosgrave et al. 2013). These authors
also mention ‘information marketplaces’ that point to the potential for commodi-
fied information, with implications for national private security. In addition to issues
of hackers and accessibility issues, there are also robotics to consider in keeping
security. As for example witnessed by Odendaal (2006), who recognises the socioe-
conomic fragmentation of South African cities and the potential for manipulation
by corporations, such as the South Africa company Desert Wolf that discharged
the Skunk—a riot-control drone armed with sublethal capabilities (fires paintballs,
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pepper-spray, rubber bullets, blinding lasers)—to disperse or mark people in crowds,
such as protestors (Doctorow 2014). According to the author, this technology, used
by mining companies against strikes in South Africa, has potential to be deployed
to subdue those who seek to interrupt and change the current structures of power
and capital. So, there are other social issues that are mixed up with technological
approaches to security as well as other aspects of smart cities.

By implication, more research is needed to address how smart cities fit into a
democratic society. Democratic governance is counterposed by elitism and poten-
tially automated processes (e.g. e-government) and such top-down organisations
that have potential to police human behaviour. The amassment and use of Big Data,
including as for example Big Data analytics (e.g. Al Nuaimi et al. 2015), pose a
challenge to privacy due to a lack of public consent. This could act to sharpen the
private-public boundary, as by recognising that by stepping outside one’s house is
stepping into the monitored, public domain. However, through smart houses them-
selves, human behaviour can be monitored even within the private sphere (e.g, smart
home monitoring systems), so that the notion of privacy is once again superseded by
constant observation, monitoring, and potentially control.

References

Al Nuaimi E, Al Neyadi H, Mohamed N, Al-Jaroodi J (2015) Applications of big data to smart
cities. J Internet Ser Appl 6(25):15 p. https://doi.org/10.1186/s13174-015-0041-5

Anthopoulos L (2017) Smart utopia vs smart reality: learning by experience from 10 smart city
cases. Cities 63:128–148. https://dx.doi.org/10.1016/j.cities.2016.10.005

Anthopoulos LG, Fitsilis P (2015) Understanding smart city business models: a comparison.
WWW’15 companion, Florence, Italy, 18–22May 2015, pp 529–533. https://dx.doi.org/10.1145/
2740908.2743908

Anttiroiko A-V (2016) City-as-a-platform: the rise of participatory innovation platforms in Finnish
cities. Sustainability 8(9):922 (31 p). https://doi.org/10.3390/su8090922

Barragán A, Terrados J (2017) Sustainable cities: an analysis of the contribution made by renewable
energy under the umbrella of urban metabolism. Int J Sus Dev Plann 12(3):416–424. https://doi.
org/10.2495/SDP-V12-N3-416-424

Bates O, Friday A (2017) Beyond data in the smart city: repurposing existing campus IoT. IEEE
Pervasive Comput 16(2):54–60. https://doi.org/10.1109/MPRV.2017.30

Causone F, Sangelli A, Pagliano L, Carlucci S (2017) An exergy analysis for Milano smart city.
Energy Proced 111:867–876. https://doi.org/10.1016/j.egypro.2017.03.249

Cho L (2017) Mass capture: the making of non-citizens and the mainland travel permit for Hong
Kong and Macau residents. Mobilities 12(2):188–198. https://doi.org/10.1080/17450101.2017.
1292776

Chourabi H, Nam T, Walker S, Gil-Garcia JR, Mellouli S, Nahori K, Pardo TA, Scholl HJ (2012)
IEEE Xplore, 09 Feb 2012, pp 2289–2297. https://dx.doi.org/10.1109/HICSS.2012.615

Cosgrave E, Arbuthnot K, Tryfonas T (2013) Living labs, innovation districts and information
marketplaces: a systems approach for smart cities. Procedia Comput Sci 16:668–677. https://doi.
org/10.1016/j.procs.2013.01.070

Doctorow C (2014) Riot control drone that fires paintballs, pepper-spray and rub-
ber bullets at protesters. Boing Boing, 17 June 2014. https://boingboing.net/2014/06/17/
riotcontroldronethatpaintb. Accessed 26 June 2015



56 5 Sociotechnical Issues

Galvão JR, Moreira L, Gaspar G, Vindeirinho S, Leitão S (2017) Energy system retrofit in a public
services building. Manage Environ Qual 28(3):302–314. https://doi.org/10.1108/MEQ-02-2014-
0028

He Y, Stojmenovic I, Liu Y, Gu Y (2014) Smart city. Int J Distrib Sens Net 10(5):2. https://doi.org/
10.1155/2014/867593

Hollands RG (2015) Critical interventions into the corporate smart city. Camb J Reg Econ Soc
8:61–77. https://doi.org/10.1093/cjres/rsu011

Holotescu C, Slavici T, Cismariu L, Gotiu LOL, Grosseck G, Andone D (2016) MOOCs
for innovative entrepreneurship in smart cities. World J Educ Technol 8(3):245–251.
https://doi.org/10.18844/wjet.v8i3.832

Lombardi P, Abastante F, Moghadam ST, Toniolo J (2017) Multicriteria spatial decision support
systems for future urban energy retrofitting scenarios. Sustainability 9:1252 (pp 14). https://dx.
doi.org/10.3390/su9071252

Luque-Ayala A, Marvin S (2016) The maintenance of urban circulation: an operational
logic of infrastructural control. Environ Plann D 34(2):191–208. https://doi.org/10.1177/
0263775815611422

March H, Ribera-Fumaz R (2016) Smart contradictions: the politics of making Barcelona a self-
sufficient city. Eur Urban Reg Stud 23(4):816–830. https://doi.org/10.1177/0969776414554488

Marino C, Nucara A, PietrafesaM (2015) Electrolytic hydrogen production from renewable source,
storage and reconversion in fuel cells: the system of the “Mediterranea” University of Reggio
Calabria. Energy Proced 78:818–823. https://doi.org/10.1016/j.egypro.2015.11.001

Mattoni B,Gugliermetti F, Bisegna F (2015)Amultilevelmethod to assess and design the renovation
and integration of smart cities. Sustain Cities Soc 15:105–119. https://doi.org/10.1016/j.scs.2014.
12.002

Menniti D, Bayod-Rújula AA, Burgio A, García DAL, Leonowicz Z (2017) Solar energy and PV
systems in smart cities. Int J Photoenergy 3574859, p 2. https://doi.org/10.1155/2017/3574859

Odendaal N (2006) Towards the digital city in South Africa: issues and constraints. J Urban Technol
13(3):29–48. https://doi.org/10.1080/10630730601145997

Pollio A (2016) Technologies of austerity urbanism: the “smart city” agenda in Italy (2011–2013).
Urban Geogr 37(4):514–534. https://doi.org/10.1080/02723638.2015.1118991

Ramírez CA, Barragán RC, García-Torales G, Larios VM (2016) Low-power device for wireless
sensor network for smart cities. IEEE Xplore, 13 Feb 2017, p 3. https://dx.doi.org/10.1109/
LAMC.2016.7851298

Rose G (2017) Posthuman agency in the digitally mediated city: exteriorization, individuation,
reinvention. Ann Am Assoc Geogr 107(4):779–793. https://doi.org/10.1080/24694452.2016.
1270195

Sadowski J (2016) Selling smartness: visions and politics of the smart city. Doctoral thesis, Arizona
State University, p 223 https://repository.asu.edu/items/40245

Sadowski J, Pasquale F (2015) The spectrum of control: a social theory of the smart city. University
ofMaryland FrancisKingCarey School of Law, Legal studies research paper no. 2015–26. https://
ssrn.com/abstract=2653860

Sharma AK, Dogra VK (2017) Preparation of papers—potential alternate energy resources for
sustainability: a must need for a top pilgrimage city. Energy Proced 115:173–182. https://doi.org/
10.1016/j.egypro.2017.05.047

Thornbush M, Golubchikov O, Bouzarovski S (2013) Sustainable cities targeted by combined
mitigation–adaptation efforts for future-proofing. Sustain Cities Soc 9:1–9. https://doi.org/10.
1016/j.scs.2013.01.003

Villanueva-Rosales N, Cheu RL, Gates A, Rivera N,Mondragon O, Cabrera S, Ferregut C, Carrasco
C, Nazarian S, Taboada H, Larios VM, Barbosa-Santillan L, Svitek M, Pribyl O, Horak T,
Procazkova D (2015) A collaborative, interdisciplinary initiative for a smart cities innovation
network. IEEE Xplore, 28 Dec 2015, pp 1–2. https://dx.doi.org/10.1109/ISC2.2015.7366179



References 57

Wiig A (2014) After the smart city: global ambitions and urban policymaking in Philadelphia.
Doctoral thesis, Temple University, p 326. https://digital.library.temple.edu/cdm/ref/collection/
p245801coll10/id/294272

Wiig A (2015) IBM’s smart city as techno-utopian policy mobility. City 19(2–3):23. https://doi.
org/10.1080/13604813.2015.1016275

Wiig A (2016) The empty rhetoric of the smart city: from digital inclusion to economic promotion
in Philadelphia. Urban Geogr 37(4):535–553. https://doi.org/10.1080/02723638.2015.1065686

Wiig A, Wyly E (2016) Introduction: thinking through the politics of the smart city. Urban Geogr
37(4):485–493. https://doi.org/10.1080/02723638.2016.1178479

Wigginton NS, Fahrenkamp-Uppenbrink J, Wible B, Malakoff D (2016) Cities are the future: rapid
urbanization is overtaxing the planet, but it may not have to. Science 352(6288):904–905. https://
doi.org/10.1126/science.352.6288.904

Zhang X, Hes D, Wu Y, Hafkamp W, Lu W, Bayulken B, Schnitzer H, Li F (2016) Catalyzing sus-
tainable urban transformations towards smarter, healthier cities through urban ecological infras-
tructure, regenerative development, eco towns and regional prosperity. J Clean Prod 122:2–4.
https://doi.org/10.1016/j.jclepro.2016.02.038

Zotano MAG, Bersini H (2017) A data-driven approach to assess the potential of Smart Cities: the
case of open data for Brussels Capital Region. Energy Proced 111:750–758. https://doi.org/10.
1016/j.egypro.2017.03.237


